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**** START OF CHANGES ****
6.1.1
AKA procedure

NOTE 1: Authentication data in this subclause stands for EPS Authentication vector(s).

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN, provided the USIM application does not make use of the separation bit of the AMF in a way described in TS 33.102 [4] Annex F. Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted. 

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [13]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as RRC and NAS integrity protection keys.

NOTE 2:
Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1.

The MME sends to the USIM via ME the challenge RAND and an authentication token AUTN for network authentication from the selected authentication vector. It also includes a KSIASME for the ME which will be used to identify the KASME (and further keys derived from the KASME) that results from the EPS AKA procedure.

At receipt of this message, if the ME does not know whether the HSS uses structure string for the RAND or not, the ME shall, as described in sub-clause 6.3 of TS 33.102 [4], divide the RAND into three parts: S-TIME Å MASK part, RAND-S part, and HASHHE part, and use the RAND-S part of the RAND to compute the MASK' and the HASHME in the same way as the HSS computes the MASK and the HASHHE described in TS 33.102 [4], then the ME compares the HASHME with the HASHHE part of the RAND, if they are equal, then the ME knows that the HSS uses structure string for the RAND. The USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. USIM shall compute CK and IK which are sent to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. If the verification fails, the USIM indicates to the ME the reason for failure and in the case of a synchronisation failure passes the AUTS parameter (see TS 33.102 [4]). If the ME knows that the HSS uses structure string for the RAND, when verification succeeds or synchronisation failure is indicated, the ME shall obtain S-TIME from the RAND by computing (S-TIME Å MASK part of the RAND) Å MASK'.
An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE 3:
This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4], Annex F.

NOTE 4: If the keys CK, IK resulting from an EPS AKA run were stored in the fields already available on the USIM for storing keys CK and IK this could lead to overwriting keys resulting from an earlier run of UMTS AKA. This would lead to problems when EPS security context and UMTS security context were held simultaneously (as is the case when security context is stored e.g. for the purposes of Idle Mode Signaling Reduction). Therefore, "plastic roaming" where a UICC is inserted into another ME will necessitate an EPS AKA authentication run if the USIM does not support EMM parameters storage.
UE shall respond with User authentication response message including RES in case of successful AUTN verification and successful AMF verification as described above, and if UE has obtained S-TIME from the RAND, the UE shall set CUR-STIME to the S-TIME. In this case the ME shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in clause A.2. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.

NOTE 5:
 This does not preclude a USIM (see TS 31.102 [13]) in later releases having the capability of deriving KASME. 
Otherwise UE shall send an authentication failure message with a CAUSE value indicating the reason for failure. In case of a synchronisation failure of AUTN (as described in TS 33.102 [4]), when CUR-STIME has been set, the UE shall compare the CUR-STIME with the obtained S-TIME. If the CUR-STIME has not been set or if CUR-STIME is not bigger than S-TIME, then the authentication failure message also includes AUTS that was provided by the USIM, otherwise, the CAUSE value shall be set to MAC failure. Upon receipt of an authentication failure message, the MME may initiate further identity requests and authentications towards the UE. (see TS 24.301 [9]).  

The MME checks that the RES equals XRES. If so the authentication is successful. If not, depending on type of identity used by the UE in the initial NAS message, the MME may initiate further identity requests or send an authentication reject message towards the UE (see TS 24.301 [9]). 

Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following keys are shared between UE and HSS:

K is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS security context or a legacy security context, as described in subclause 6.1.2.

As a result of the authentication and key agreement, an intermediate key KASME shall be shared between UE and MME i.e. the ASME for EPS.
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Figure 6.1.1-1: Successful EPS AKA authentication 
**** END OF CHANGES ****

